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Abstract

The Internet of Things (loT) is a collection of
interconnected devices, becoming increasingly
complicated and suffering from inadequate se-
curity measures. They frequently employ out-
dated hardware and software without taking se-
curity risks into account, which makes them a
target for cybercriminals, particularly those spe-
cializing in malware and rootkits. In this pa-
per, we will present two strategies for exploit-
ing electromagnetic side channels and address
two challenges: malware classification in the
presence of obfuscations and rootkit detection.
Our approach focuses on loT devices, specifi-
cally targeting ARM and MIPS architectures in
Raspberry Pi and Creator CI20 devices. The
framework employs advanced data preprocess-
ing methods, allowing analysts to select a vari-
ety of machine learning and deep learning mod-
els based on their specific requirements.

Our findings were published separately at
(including data and codes):

+ ACSAC-2021: “Obfuscation Revealed:
Leveraging Electromagnetic Signals for
Obfuscated Malware Classification” [T]
(with an extended version presented at
hardwear.io’22 USA),

* RAID-2022: “ULTRA: Ultimate Rootkit De-
tection over the Air” [2].

Keywords: Malware classification, obfuscation,
side-channel analysis, rootkit detection, software-

defined radio (SDR), machine learning, deep learning,
Electromagnetic, loT devices

1 Introduction

By 2025, a projection suggests an excess of 64 bil-
lion loT devices [3], with continued production growth
expected as beyond 5G technologies mature. Simul-
taneously, alongside the progression in loT and em-
bedded devices, cyberattacks’ frequency and diversity
have surged in recent years, rendering current security
approaches outdated within a short timeframe [4} [5].
Many loT manufacturers employ Linux-based operat-
ing systems, simplifying the migration of rootkits to
target embedded devices. Traditional malware de-
tection solutions rely on static or dynamic analysis,
each presenting various limitations. Particularly chal-
lenging are issues associated with the diverse archi-
tectures of loTs, obfuscation techniques [1], and the
constrained resources or accessibility of most loT de-
vices.

In this paper, we introduce two frameworks de-
signed to address the challenges outlined in the
preceding paragraph. The first framework, named
AHMA [1], and the second, ULTRA [2], are both built
upon the foundation depicted in Fig.[ll The paper fol-
lows a similar structure: after a short state-of-the-art,
we outline the acquisition process, followed by prepro-
cessing, then the classification/detection results, and
ultimately, we draw our conclusions. Throughout the
paper, we will emphasize the similarities and differ-
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Figure 1: Workflow of our solutions

ences between our frameworks.

2 State-of-the-art

WattsUpDoc [6] was one of the earliest efforts in
malware detection through hardware side-channels,
demonstrating the measurement of power usage on
medical embedded devices. Recently, in [7], the au-
thors proposed detecting and classifying malware by
observing EM signals. This approach only detects ac-
tive malware during its behavioral activity but fails to
detect stealthy rootkits after their installation. [8] de-
scribed a network time analysis approach for monitor-
ing performance changes caused by hardware virtual-
ization, aiming to detect hardware virtualization rootk-
its. [9][0] identified rootkits using power-based mal-
ware detection on general-purpose computers, and
[0}, [A2] used machine learning (ML) and deep learn-
ing (DL) for behavioral detection based on CPU power
consumption. Gibraltar [13] and Copilot [14] leveraged
direct memory access (DMA) via physical PCI to de-
tect rootkits in kernel memory from another machine.
However, challenges such as system overhead, asyn-
chronous kernel read/write, race conditions, and tim-
ing attacks remain significant obstacles for this solu-
tion.

3 Data acquisition

3.1 Malware and rootkit samples

Our first framework, AHMA aims to classify a wide
variety of malwares on which obfuscation techniques
have been applied. A comprehensive list of the mal-
ware utilized is accessible in Tab.|3|detailing the fam-
ily, type, and all the obfuscation techniques applied, be-
nign samples are also listed. Our second framework,
ULTRA, enables the detection of rootkits, which is why
the list of samples differs from that of AHMA. You can
find them in Tab. [4] To effectively detect a rootkit, we

require a covert method to prompt its presence. To
achieve this, we define what we refer to as a “bait” (see
Definition [1). Table [4] associates the baits and rootk-
its. The execution of baits can trigger specified benign
activities (e.g., system calls, keystroke input, ...) with-
out needing to know the exact rootkit family involved.
Consequently, any deviations observed between bait
executions in a clean state and an infected state will
indicate the presence of a rootkit on the target device.

Definition 1. A bait, which is a software or hardware
stimulus on a device, has the following requirements:
(i) The bait can trigger partial or full behavior of rootkits
without knowing modus operandi of the rootkit in ad-
vance;

(ii) It has a variable duration time of execution activities
that can be remotely controlled;

(iii) It cannot be distinguished from common benign be-
havior (e.g., it relies on unprivileged execution).

For example, diamorphine rootkit intercepts the
kill() syscall to redirect it to hacked_kill(), which acts
as a switch for three specific signal inputs (as shown
in Fig.. If the signal matches, the call will result in ei-
ther process hiding, module hiding, or root escalation.

hacked_kill() diamorphine hook

bait execution flow

hide_pid() default

give_root()

hid

Figure 2: Schema of the execution flow for the Kill
bait operating under the influence of the diamorphine
rootkit, which has infected the Linux kernel by hooking
the kill() system call
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3.2 Target devices

This work focuses on rootkit detection on loT de-
vices with restricted resources. We conducted exper-
iments on two widely used embedded architectures
(Table [1) known for their versatility, size, power con-
sumption, and cost-effectiveness. Previous studies
have shown that cryptographic and anomaly activities
can be distinguished using EM signals from the Rasp-
berry Pi. However, no prior research has investigated
side-channel leakage on the MIPS Creator CI20, ensur-
ing an unbiased experiment design. Our approach ad-
dresses rootkit detection across various hardware and
software combinations rather than a specific device
or architecture. We utilize fully-functioning Linux on
MIPS and ARM, allowing for comprehensive loT appli-
cations with typical internal noise such as background
processes, services, and interrupts. Two different ver-
sions of Raspberry Pi have been used for AHMA and
ULTRA.

Device Arch. CPU RAM Linux  Fram.
Rasp. B+ ARM32 700 512MB 4.1.7 ULTRA
Rasp. 2B ARM32 900 1GB 4.19.57 AHMA
Creator CI20 MIPS32 1200 1GB 3.18.3 both

Table 1: Target devices specification, architectures
(Arch.), their CPU frequency in MHz, RAM, Linux ver-
sion and the framework (Fram.) tested on.

3.3 Electromagnetic leakage acquisition

In AHMA, we monitor targets under the execution of
benign and malicious datasets using a low to mid-
range measurement setup, Fig.[3] This setup includes
a1GHz bandwidth oscilloscope (Picoscope 6407) con-
nected to an H-Field Probe (Langer RF-R 0.3-3). The
EM signal is amplified with a Langer PA-303 +30dB
amplifier. To capture long-term malware execution in
the wild, signals are sampled at a 2MHz sampling rate.

Figure 3: AHMA framework acquisition involves
recording for 2.5 seconds

In ULTRA, target devices are monitored with a
slightly different setup aimed at a lower-cost solution.
The oscilloscope is replaced by a HackRF SDR device
with a frequency range of TMHz-6GHz, Fig.
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Figure 4: ULTRA framework acquisition involves
recording for 0.5 seconds

4 Analysis and results

4.1 Preprocessing

Before exploiting the recorded data, we need to ap-
ply some preprocessing. First, we convert the time
representation to the time-frequency domain using the
Short-Time Fourier Transform (STFT) with a window
size of 8192 and an overlap window size of 4096.
Then, we apply a well-known feature selection algo-
rithm called NICV [15] to extract the most relevant
bandwidth.

4.2 Classifiers

To classify malware with AHMA, we selected two ma-
chine learning algorithms: Naive Bayes (NB) and Sup-
port Vector Machine (SVM), and crafted two small neu-
ral networks: one Multi-Layer Perceptron (MLP) and
one Convolutional Neural Network (CNN). With the UL-
TRA detection framework, only NB, SVM, and MLP are
used. NB and SVM have been integrated with dimen-
sion reduction algorithms: Linear Discriminant Anal-
ysis (LDA) in AHMA and Kernel Principal Component
Analysis (KPCA) in ULTRA.

Our dataset is divided into three segments: a test
dataset, which remains untouched during the model
training phase, a validation dataset used to evaluate
the model’s performance on unseen data, and a train-
ing dataset. By default, we allocate 20% of the dataset
for testing purposes and utilize the remaining 80% for
training and validation.
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4.3 Results

With AHMA, which aims to classify malware, we se-
lected different scenarios listed in the header of Ta-
ble[3] For clarity, we provide only the results obtained
with the neural networks for the AHMA framework
in Table We observe extremely high accuracies
for type and family. For novelty (family), we achieve
99.92% and 96.65% accuracy for the Cl20 and Rasp-
berry Pi, respectively, indicating that we can detect the
family of unseen (during the training phase) samples
with a high probability through electromagnetic ema-
nations. The packing techniques can also be classi-
fied, with a slight degradation of the score. Finally, ob-
fuscation and type are more challenging to identify.

With ULTRA, which aims to detect rootkits, we illus-
trate our results in Fig.[5|using the bait getdents. Since
the acquisition involves a simple call to getdents, we
can repeat the experiments and average the recorded
EM traces to decrease the noise effect. Regarding
the efficiency of ULTRA, all rootkits can be detected
with an accuracy of 100% by at least one classifier
on each target (excluding mOhamed on Raspberry Pi,
which reaches 99.7%). Even better, on CI20, the NB
classifier (as well as the SVM one) trained on viany can
detect all other samples.

5 Conclusions and on-going works

ULTRA and AHMA, employing electromagnetic traces
as a novel approach, significantly contribute to mal-
ware classification and rootkit detection. ULTRA, tar-
geting rootkit detection, showcases encouraging re-
sults with nearly flawless accuracy in identifying rootk-
its across various platforms, marking a notable ad-
vancement in malware detection techniques. Mean-
while, AHMA specializes in malware classification,
demonstrating remarkable accuracy in identifying mal-
ware types and families, despite facing challenges
in detecting obfuscation. The innovative utilization
of electromagnetic traces by both frameworks repre-
sents a promising step forward in malware and rootkit
analysis through side-channels.

Currently, we are focusing on the reproducibility of
our results. First, we are in contact with researchers
who are building the same setup. Second, we have
developed student projects to make the ULTRA frame-
work more portable by using a Jetson Nano board that
embeds a GPU. Finally, we are collaborating to improve
the classification step.
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# MLP CNN MLP CNN
Scenarios Rasp. ci20
Type 4 98.21 [g§] 99.03 [7] 99.72 [7] 99.95 [3]
Family 6 98.00 [14] 99.36 [11] 96.96 [11] 96.99 [11]
Novelty (family) 5 96.65 [11] 89.04 [4] 99.92 [25] 99.91 [11]
Virtualization 2 94.20 [12] 95.11 [§] 59.50 [§] 51.00 [1]
2
7
3

Packer 92.02 [18] 92.30 [8] 84.80 [10] 4910 [1]
Obfuscation 7110 [11] 78.90 [15] 42.80 [9] 44.70 [5]
Executables 5 7070 [9] 77.10 [10] 29.90 [9] 34.30 [6]

Table 2: Accuracy obtained with MLP and CNN applied to several scenarios for the Raspberry Pi and CI20. The
first column indicates the scenario, the second column indicates the number of classes, followed by the accu-
racies. The numbers in parentheses refer to the number of bandwidths used.
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Figure 5: Novelty rootkit detection. Each cell refers to an experiment, the row (resp. the column) informs on
the rootkit(s) seen during the offline learning phase (resp. the online testing phase). Except on the diagonal,
learning and testing sets are exclusive. Numbers are balanced accuracies, the darker the blue color the higher
the balanced accuracy. All experiments share the same bait getdents, and benign activities are drawn randomly.
CI20 on top; Raspberry Pi on bottom
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