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Abstract

The following position paper discusses the
topic of employee criminal liability in the con-
text of ransomware attacks. Through a series of
case studies, it analyses whether, under Swiss
law, employees who have facilitated the suc-
cess of an attack can be qualified as co-authors
or accomplices.

After an overview of the applicable legal
framework, this paper analyses three case stud-
ies inspired by actual ransomware attacks. It
focuses in particular on the element of intent,
which is a prerequisite in most cybercrime laws,
and which can, under certain conditions, also
be applied to behaviors that appear to be the
result of "mistakes"; it also discusses the role
that in-house cybersecurity training (or the lack
thereof) can have in this context.

Drawing from the results of the analyzed
cases, this paper then presents a series of rec-
ommendations aimed at reinforcing cybercrime
prevention within institutions, while also touch-
ing upon topics such as cyber-insurances and
certification labels.

Keywords: Ransomware, Cyber-attack, Criminal li-
ability, Employee liability, switzerland, Criminal law, Cy-
bersecurity.

1 Introduction

In recent years, ransomware attacks have become
more and more frequent [1]. In Switzerland, numer-
ous cases have been reported in the media, such as

those involving administrative and academic institu-
tions, medical practices, and other public and private
organizations. Following a cyber incident caused by
ransomware, the affected organization faces numer-
ous disadvantages regarding its image, data, finances,
sustainability, and recovery. In some cases, the at-
tacked organization pays quickly, or after some nego-
tiations, the price demanded, in order to regain access
to its data and resume its activities.

Often, the perpetrators reside in foreign states and
are difficult to identify and therefore can escape pros-
ecution. However, people within the targeted organi-
zation who played a voluntary or involuntary role in the
success of the attack can also fall under the scope of
criminal rules. In the latest cases reported in Switzer-
land, the vast majority of computer breaches were
the result of employees’ voluntary or involuntary ac-
tions. Simple inattention or an insignificant action can
cause an infection of the organization’s whole com-
puter system. As a result, many organizations are
implementing training courses and awareness cam-
paigns to help their employees mitigate cyber risks
and avoid attacks.

In order to better understand the issues of em-
ployee criminal liability in the context of a ransomware
attack, as well as to support organizations in their pre-
vention efforts, the Institut de lutte contre la criminalité
économique (ILCE) / The Institute for Combatting Eco-
nomic Crime conducted an exploratory study which is
based on the analysis of concrete cases. The objec-
tive of this article is to present the first results of these
analyses.
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Below, an analysis of the criminal legal framework
will highlight the provisions applicable in Switzerland
during a cyber ransomware attack. Then, three sce-
narios which are based on true facts will be presented
and analyzed from the point of view of Swiss criminal
law. These analyses will clarify several aspects related
to the criminal liability of employees and provide rec-
ommendations to limit the risks of their participating
in a successful ransomware attack.

2 The Legal Framework

The Budapest Convention on Cybercrime (CCC) [2],
implemented by the Council of Europe on November
23, 2001, was the first international convention de-
signed to combat cyberspace crime. It was ratified by
68 countries, including Switzerland, France, the United
States and Turkey. The main objective of this pact is
to establish a common criminal policy, in order to pro-
tect society from cybercrime by harmonizing national
legislation and facilitating international cooperation [3]
[4]. The CCC deems these offenses applicable to ran-
somware attacks are actions such as: breaking into a
protected computer system (art. 2 and 3 CCC), illegal
interception of data or systems (art. 4 and 5 CCC) and
computer fraud (art. 8 CCC) [5] [6].

Since January 1, 1995, Swiss law has already in-
cluded several offenses specific to cybercrime. The
criminal provisions which apply to ransomware cases
are mainly listed in the Swiss Criminal Code (SCC) and
in the Federal Act on Data Protection (FADP). A series
of legislative amendments have adapted these provi-
sions to the CCC requirements, as well as to the con-
stant change in criminals’ modus operandi [7]. In this
paper, particular attention will be paid to the following
provisions: unauthorized obtaining of data (art. 143
SCC); obtaining personal data without authorization
(art. 179novies SCC); unauthorized access to a data
processing system (art. 143bis SCC); damage to data
(art. 144bis SCC); extortion (art. 156 SCC). Indeed,
these offenses will be detailed in the analysis of the
cases below.

Itis also worth noting that currently, in Switzerland,
there is no legal obligation for an organization to pub-
licly communicate that it has suffered a cyber-attack
[8]. Nevertheless, organizations under the supervi-
sion of the Swiss Financial Market Supervisory Author-
ity (FINMA) have a legal obligation to report a cyber-
attack according to art. 29 al. 2 of the Swiss Financial
Market Supervisory Authority Act (FINMASA; SR 956.1)
[9] and soon, operators of critical Swiss infrastructures
will also be obliged to report cyber-attacks according
to the amendment of the Information Security Act [10].

3 Case Studies

This study includes three ransomware attack scenar-
ios based on true | facts [17], for which only the sce-
nario has been adapted and completed with available

information. Each situation involves a different orga-
nization with IT security issues which have specifically
been tailored to their business. The organizations’ cy-
ber risk awareness level, as well as their security mea-
sures, all vary and range from high to low.

In each scenario, a company employee performed
actions which influenced the success of the attack.
These acts will be analyzed to determine if one or
more criminal provisions are applicable. This analy-
sis will focus on the objective (punishable behavior)
and subjective (degree of intent) aspects of each se-
lected offense. It will also be a question of determining
the degree of employee participation in the highlighted
offense, therefore particularly distinguishing between
the degree of co-perpetrator and accomplice. How-
ever, possible justifying facts such as: self-defense,
lawful necessity, or consent will then be taken into ac-
count to determine the unlawfulness of the conduct.

3.1 Cyber-Attack on a Hospital

The first case concerns a Lorobot cyber-attack on a
hospital, this ransomware encrypts popular file exten-
sions [12]. The infection was spread through a phish-
ing email sent to an employee. It is based on a real
cyber-attack which took place in 2019 [T1].

3.1.1 FACTS

A hospital employs 170 staff. The number of patients
exceeds the planned intake which forces the employ-
ees to work harder. The hospital handles confiden-
tial patient data; therefore a private company is con-
tracted to back up the servers weekly. Management
was aware of the cyber risks however, had not taken
the time to educate its employees. Although, a draft IT
charter was being drawn up.

One day, Albert, an accounting department em-
ployee, received an email containing an Excel file from
an unknown sender. Without paying any attention, he
downloaded the file and opened it on his computer.
Instantly, all the hospital's data was encrypted by the
Lorobot ransomware, as well as the backup files which
were also saved on the company’s server. A high ran-
som in Bitcoins was demanded by the cybercriminals
in exchange for the decryption key.

3.1.2 ANALYSIS

By his behavior, Albert causes his organization’s data
breach which is followed by financial blackmail. There-
fore, the criminal provisions of damage to data (art.
144bis ch. 1 SCC) and extortion (art. 156 SCC) are also
potentially applicable.

The objective elements of art. 144bis al. 1 SCC are
fulfilled, because the object of the crime is the organi-
zation’s computer data and Albert’s behavior is consid-
ered as an act of damage, in other words, the disabling
and blocking of computer data caused by the encryp-
tion of the Lorobot ransomware.
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The subjective element of art. 144bis ch. 1 SCC
requires that the offense be intentional. In this sce-
nario and with the known information, it is difficult
to assert that Albert acted with awareness and intent
(art. 12 al. 2 SCC) since he was not sufficiently aware
of the risks and consequences of opening the attach-
ments on his computer [13]. In contrast, Swiss crim-
inal law stipulates that the subjective element is also
fulfilled if the perpetrator acts out of dol éventuel. Dol
éventuel "implies that the perpetrator is indifferent to
the realization of the crime, so that he or she must in-
wardly approve or consent to it. The perpetrator con-
templates the harmful result and accommodates this,
or even accepts it as such." [14] In this scenario, Albert
was never aware of the cyber risks and no technical
or organizational measures were put in place, there-
fore it may be difficult for Albert to consider the con-
sequences of his act. If we consider Albert as a perpe-
trator, he does not realize the subjective element [15],
therefore the applicability of the data damage provi-
sion should be excluded. Therefore, it has to be con-
sidered whether Albert can be prosecuted as an ac-
cessory to the crime, assuming that the cybercriminal
who initiated the attack is the perpetrator (he/she fully
meets the elements of the crime).

For Albert to be prosecuted as an accomplice (art.
25 SCC), it is necessary that he makes a causal con-
tribution to the realization of the offense [16]. This
contribution can be physical or psychological [17]. In
this scenario, Albert’s contribution is physical, since he
downloads and opens an infected file on his computer.
Then, to be incriminated as an accomplice, he must
have the intention of facilitating the offense, however
the dol éventuel is sufficient. More concretely, "he
must both know or be aware that he is assisting in a
given criminal act and want to or accept it" [18]. As we
have seen above, it seems difficult to establish such
acceptance, especially since Albert was never made
aware of the cyber risks, therefore his responsibility as
an accomplice should also be excluded.

Regarding extortion (art. 156 SCC), the first objec-
tive element to be realized is that Albert must use a
means of coercion, which means violence or the threat
of serious harm to the organization. In this scenario,
Albert does not use violence against his organization
and does not threaten the organization with serious
harm; since the encryption of the data has already
been achieved, itis no longer a threat. Therefore, extor-
tion is to be excluded, both for principal and accessory
participation, since the offense has not been commit-
ted.

To conclude, this first scenario, in the light of the
provisions analyzed, Albert does not seem to risk any
criminal consequences as a perpetrator or accom-
plice, for infecting his organization with ransomware.

3.2 Cyber-Attack on an Academic Institu-
tion

The second scenario is based on a cyber-attack which
affected an academic institution in 2021. The com-
puter system was infected with ransomware, which
was caused by an employee downloading free soft-
ware.

3.2.1 FACTS

An academic institution has just over 1800 students
and approximately 350 employees. The students’ per-
sonal data, as well as the data of applied research are
stored on the server under the supervision of an IT de-
partment. The data contained on this server includes
confidential and sensitive data. An IT charter must be
signed by all students and employees before they are
enrolled or recruited. In addition, all employees are
trained on cyber risks as soon as they start their job
and two mock infection tests are carried out per year, in
order to improve awareness and adapt training meth-
ods.

One day, Bertrand, an employee of the institution,
needed to use software "X" for his work. He looked in
the software center provided by the IT department, but
the software was unavailable. Therefore, he decided
to download it from the Internet and found that nor-
mally it is payable. After several searches, he found
the cost-free software on another site. Being very sat-
isfied, Bertrand downloaded it and installed it on his
workstation. Several days passed and one morning,
Bertrand noticed that the files on his computer were
encrypted and that he could only access one text file;
the latter informed him that the computer system was
infected by the Locky ransomware, this malware en-
crypts files, making them inaccessible and unusable.
The message stated that the data had been copied and
would be published on the Dark web if the organization
does not pay a ransom in Bitcoins. Bertrand hurriedly
contacted the IT department. However, the head office
refused to pay the ransom and shut down the organiza-
tion’s servers in order to assess the damage caused by
the cyber-attack. At first sight, several computers were
infected. Further analysis had to be carried out before
the computer system could be put back into operation,
which meant that the employees could not work for an
indefinite period of time.

3.2.2 ANALYSIS

Through his actions, Bertrand damages the organiza-
tion's data and allows it to be stolen. In a second
step, the organization is being blackmailed and suf-
fers immediate financial damage by forbidding its em-
ployees to work on the computer server. The criminal
provisions to be considered in relation to Bertrand’s
behavior are unauthorized obtaining of data (art. 143
SCC), obtaining personal data without authorization
(art. 1779novies SCC), damage to data (art. 144bis al. 1
SCC), as well as extortion (art. 156 SCC).
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Art. 143 SCC and art. 179novies SCC are composed
of the same punishable conduct, with the only differ-
ence being that in the latter scenario, the stolen data
is personal and sensitive. In this situation, Bertrand
does not gain control of the data, but allows the cyber-
criminal to steal it. Thus, as Bertrand does not commit
the theft, he does not qualify as a co-perpetrator within
the meaning of art. 143 SCC and art. 179novies SCC.
However, since the cybercriminal fully realizes the pun-
ishable conduct and his intention is clearly identified,
it must be examined whether Bertrand can be prose-
cuted as an accomplice. Bertrand contributed to the
offenses of art. 143 SCC and 179novies SCC by down-
loading and installing infected software on his/her
workstation. Therefore, it is necessary to analyze
whether Bertrand acted intentionally, by dol éventuel.
In this scenario, since Bertrand was repeatedly made
aware of the cyber risks (training and mock tests), he
had to exercise particular caution and therefore con-
sider the harmful results of his behavior. However,
in order for the dol éventuel to be admitted, Bertrand
must also recognize the danger and come to terms
with the potential damage to the protected legal as-
set, in this case the right to dispose of data in the broad
sense and sensitive data [19] [20]. This element seems
to be lacking in this scenario, because Bertrand's be-
havior, as soon as he noticed the cyber-attack, was to
alert the IT department. Therefore Bertrand’s behavior
is rather a matter of conscious negligence [21]. Thus,
Bertrand does not risk criminal prosecution as an ac-
cessory to the offenses of art. 143 SCC and 179novies
SCC, despite the fact that his actions violated several
articles of the company’s IT charter.

In the case of damage to data (art. 144bis al. 1
SCC), the analysis of the objective and subjective ele-
ments for primary participation leads to the same con-
clusions as in the first scenario: Bertrand does not
face any criminal prosecution as the perpetrator. How-
ever, it is still necessary to examine whether the cyber-
criminal participated in the crime of damaging data as
an accessory. As a reminder, for Bertrand to act as an
accomplice, he must be aware of the real possibility of
the damage which will be caused therefore Bertrand
does not face any criminal consequences under the
data damage provision.

In this scenario, Bertrand’s conduct also results in
the encryption of the data, the threat of publication and
the demand for ransom. Thus, the four objective ele-
ments of extortion (art. 156 SCC), meaning: the use
of a means of coercion, the realization of an act detri-
mental to the victim’s financial interests, damage and a
causal link, are fulfilled. The subjective elements of the
offense are intention and the purpose of enrichment.
Bertrand does not have the intent to enrich himself,
therefore it is not possible for him to be the main par-
ticipant in the crime. On the other hand, the cybercrim-
inal commits the offense and is therefore to be con-
sidered as the perpetrator of the crime. It is necessary
to analyze whether Bertrand can be prosecuted as an
accomplice. In this scenario, Bertrand is again acting
with conscious negligence, since he must be aware of

the real possibility of the damage being caused, but is
unhappy with the result.

In conclusion, Bertrand does not face any crimi-
nal consequences as a principal and accessory partic-
ipant for the criminal provisions mentioned above. On
the other hand, he may face other sanctions, such as:
civil or administrative prosecution due to his failure to
comply with the organization’s IT charter.

3.3 Cyber-Attack on a Watchmaking Com-
pany

The third scenario concerns the ransomware infection
of a watch company. This scenario is inspired by true
facts about a computer attack in Switzerland in 2020
[17]. The infection of the computer system happens be-
cause of a contaminated USB stick on an employee’s
computer.

3.3.1 FACTS

A watch company employs more than 15,000 people
and has worldwide revenues of more than 7.3 billion
Swiss Francs per year. The data collected by the orga-
nization contains confidential information concerning
customers, employees, and suppliers. The company is
aware of cyber risks and allocates a considerable an-
nual budget to reduce the risk of a cyber incident oc-
curring. Every employee signs an IT charter and sev-
eral training courses are organized for employees. In
addition, mock tests are carried out twice yearly and,
depending on the results, further training is mandatory
for the employees concerned.

One day, Clément, who had been an administrative
employee for 30 years, received a letter of dismissal
for reasons of company reorganization. He was very
unhappy with this news and tried to negotiate another
role with the director and the HR department however,
without success. Being highly disappointed and wish-
ing to take revenge, he learned about the existence of
ransomware-as-a-service and managed to acquire the
software by agreeing to pay 50 percent of the revenues
to the criminal organization which developed the mal-
ware. On the eve of his last day of work, Clément
prepared a USB stick which contained the Netwalker
ransomware, which is dangerous malware with a dou-
ble extortion tactic of asking for a ransom and leaking
data on the Dark web. He arrived at work early in the
morning, copied the entire customer data onto a hard
drive, then inserted the USB stick into a company com-
puter and immediately left the premises. Instantly, all
the organization’s data was encrypted and a ransom of
six million Bitcoins was demanded. Some days later,
Clément published part of the stolen data on the Dark
web and contacted the company to increase pressure
for the ransom to be paid. The company paid the ran-
som and Clément paid three million to the criminal or-
ganization.
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3.3.2 ANALYSIS

Through his behavior, Clément demonstrates the in-
tention to take revenge and harm his organization.
First, he acquires ransomware from the Internet. Sec-
ond, he copies the entire company’s data and encrypts
the data servers with the Netwalker ransomware which
was installed on a USB stick. Finally, he publishes con-
fidential data on the Darknet and demands a ransom
from the company.

With the presented state of affairs, Clément ex-
tracts all personal data from the company, which
means that he gains control over the data, most of
which is not intended for him. Thus, the first two ob-
jective elements of art. 143 SCC and 179novies SCC
are fulfilled. Since the data is located in the company
and physical protection (secure entrance door) pro-
tects access, the criterion that the data is specially pro-
tected is also met. In a second step, Clément sends
a ransom note to the company, which establishes his
purpose of unlawful enrichment. Clément’s removal of
the data is intentional, as he is determined to firmly
act (art. 12 SCC) [22]. All the elements of the above-
mentioned offenses have been fulfilled, which incrimi-
nates Clément as the perpetrator. There is no evidence
that the offense is unlawful. Finally, Clément is guilty,
because his behavior cannot be qualified as an error
in the sense of the law and because of his awareness
of cyber risks, he is aware of the illegal nature of his
behavior.

If the ransomware installed by Clément encrypts
the company'’s data, this constitutes an act of damage
under art. 144bis al. 1 SCC. The second objective ele-
ment of the crime of damage to data is also fulfilled,
because the object of the harm concerns computer
data. Clément’s act of damage is intentional for the
reasons developed in the previous offense. With these
facts, Clément fulfils all the elements of art. 144bis al.
1and is considered to be the perpetrator.

Regarding art. 156 SCC, the first objective element
is achieved, due to the fact Clément uses a means of
coercion against the company, by threatening to pub-
lish the rest of the stolen data on the Dark web. He
also achieves the other objective elements by giving
the company the option of paying six million in Bitcoins
to stop the computer attack. The breach is complete
as the company suffers financial damage by paying
the ransom. The causal link between the act of co-
ercion, the prejudicial act and the damage is clearly
established. With regard to the subjective constitu-
tive elements, the offense requires a purpose of un-
lawful enrichment and intention. These two elements
are present in the statement of facts. Thus, Clément
fulfils all the elements of art. 156 SCC as a perpetrator
of the offense.

Clément’s conduct is also punishable under s. 35
FADP. When Clément publishes the company’s data on
the Dark web, he violates his duty of discretion. Since
the company processes customers’, employees’, and
suppliers’ confidential data, it is obvious that secret
and sensitive personal data or personality profiles are

involved in the processing. Moreover, the publication
of this data on the Darknet, is divulged without the con-
sent of the persons concerned, therefore according to
the law, the disclosure is carried out unlawfully. In or-
der for Clément to be prosecuted according to art. 35
FADP, it is necessary that the company files a com-
plaint.

In conclusion, in this scenario, Clément is guilty of
unauthorized obtaining of data (art. 143 SCC), obtain-
ing personal data without authorization (art. 1779novies
SCC), damage to data (art. 144bis ch. 1SCC), extortion
(art. 156 SCC) and breach of professional confidential-
ity (art. 35 FADP). Different contests (real or ideal) will
apply before Clément’s sentence is set.

4 Discussion and Recommenda-
tions

The case study below demonstrates the importance
for organizations to implement strategies to educate
employees on cyber risks and keep them informed of
the latest threats. Employee liability (criminal, civil and
contractual) could be addressed in such training, using
examples and case studies to emphasize the impor-
tance of complying with company guidelines and en-
suring that mistakes are not made which could lead to
cyberinfections. Additionally, improved training strate-
gies can also help companies better comply with the
requirements of cybersecurity-enhancing solutions on
the market, such as purchasing cyber insurance or ob-
taining a certification label.

Despite a wide variety of existing cybersecurity
tools, organizations are indeed facing difficulties in en-
suring effective digital security. In recent years, sev-
eral private and publicinitiatives have been launched in
Switzerland to help organizations maintain their cyber
security. Despite cyber insurance not being manda-
tory in Switzerland, it is one of the proposed solutions
and has been since 2018 [4]. This insurance generally
covers all financial consequences of cyber events [23].
However, taking out cyber insurance imposes certain
obligations on the organization, such as: implement-
ing technical security measures and raising employee
awareness of cyber risks. Each insurance policy spec-
ifies in its terms and conditions the level of training
and awareness required for employees, although in
many cases no training standards are currently im-
posed. Failure to meet contractual obligations can re-
sult in a reduction in compensation for damages.

Several institutions have developed certification la-
bels to support small, medium and large organizations
in cybersecurity. In the vast majority of cases, to obtain
certification, organizations are required to conduct a
vulnerability study, followed by a phishing campaign
among employees. Certification is awarded when the
phishing campaign achieves a response rate which is
below a certain threshold. On the other hand, it is re-
peated if the percentage is too high. Accreditation usu-
ally ends with the implementation of organizational
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measures to improve cybersecurity, such as: the es-
tablishment of a user charter and an information se-
curity policy. These documents are developed with
employee participation, which effectively makes them
more aware of cybercrime issues.

To improve organizations’ cybersecurity and re-
duce the risk of being infected by ransomware, au-
thorities and organizations such as the National Cyber
Security Centre (NCSC) [24]and NoMoreRansom.org
[25], recommend taking various measures. From a
technical perspective, the use of multi-factor authen-
tication is now considered an essential security mea-
sure for accessing organizational resources and ser-
vices. To enhance security, the organization must also
use powerful and robust detection and protection so-
lutions (specialized software). In addition, automatic
scheduling of software updates and security applica-
tions, such as: an antivirus and a firewall, is another
important measure to avoid security breaches. Finally,
educating employees on displaying file extensions and
disabling macros can also help to improve the organi-
zation's security.

At the administrative level, the organization can as-
sess an employee’s computer security knowledge and
awareness upon recruitment with the aim of tailoring
training and technical measures which can be installed
on the employee’s computer. It is also recommended
to organize a cyber incident response process early
therefore the employees are aware of the procedures
to follow in the event of a computer threat. Finally, the
organization must establish a computer charter with
employees’ participation in order to define the rules of
computer usage and also each workers’ responsibility
in this area.

5 Conclusion

In view of the above, it seems obvious that the crimi-
nal liability of employees will be difficult to establish in
the case of a ransomware attack, particularly because
of the difficulty of proving the subjective element - in-
tention - even at its weakest level, the dol éventuel.
If, on the other hand, this aspect can be established,
Swiss law has a regulatory framework leading to the
potential application of several norms, depending on
the modus operandi of the ransomware and the sever-
ity of the consequences. It seems obvious that, except
in the case of an intentional infection or a gross case of
dol éventuel, the consequences of the error committed
will mainly have to be evaluated on a civil and contrac-
tual level. However, recognizing the limits of criminal
liability remains important, and the results of this pre-
liminary study may be helpful in better understanding
- and reducing - the risks of infection due to employee
error.

To avoid the occurrence of a cyber incident, all ac-
tors in the organization must take steps and enforce
certain security standards. This contribution focuses
on employee responsibility; however, it is essential to
mention that the organization must also take its own

responsibility in the matter. It is essential that the or-
ganization provides its employees with the tools and
training to ensure the security of its IT devices. If it
does not and a cyber incident occurs, it would be inter-
esting to study the organization’s criminal and civil lia-
bility. The organization’s involvement in cybersecurity
could become a justification for engaging its liability
instead of the employee’s.

Finally, cyber insurance and cybersecurity certifica-
tion labels are suitable solutions to improve the secu-
rity of organizations. Unfortunately, very few organi-
zations invest money in these tools and in cybersecu-
rity in general, despite the relatively accessible cost.
However, the price of effective cybersecurity is likely to
increase. Indeed, according to a French report on cy-
ber insurance, the "claims to premiums" ratio has risen
from 84 percent to 167 percent in 2020 [26].

It is also important to remember that the Swiss le-
gal framework relevant to cybercrime will be modified
by the legislator in the coming years. For example, it
would be interesting to study the changes in the crimi-
nal provisions of the FADP which will come into effect
as of September 1, 2023 [27] and to follow with interest
the legislative changes regarding the obligation to re-
port cyber incidents. These legal adaptations are sup-
ported by the recent institutional changes of the Na-
tional Cyber Security Centre (NCSC). Thus, all these
adaptations demonstrate that the state clearly has the
will to improve the fight against cybercrime.
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